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Introduction 

The migration of RSTP-supported devices to PRP/HSR networks has been hampered by 

interoperability issues, but now a new solution that enables hybrid topologies of RSTP, PRP and 

HSR-based networks has been created. Overcoming all interoperability issues, this solution 

helps the large number of substations fitted with multiple legacy devices to seamlessly migrate 

to High-availability Seamless Redundancy (HSR)-based networks. For substations, this cost-

effective solution not only brings a stay of execution for their many SANs (single attached 

nodes) and DANs (dual attached nodes), but also enables them to tap into the benefits of a 

modern automated smart grid substation. Put simply, this new solution extends the lifetime of 

legacy devices and defers replacement costs. 

The Search for a Viable Solution 

Since the introduction of PRP/HSR-based networks as standards to address the need for 

reliable industrial communications, many substations managers find themselves in a difficult 

situation. Generally speaking, substations welcome new technologies that bring accuracy, 

reliability, and increased capabilities to their networks. At the same time, however, substations 

want to move forward without getting rid of legacy devices that required substantial 

investment. So far, most solutions for migrating legacy devices to PRP/HSR-based networks 

have not been as viable and cost-effective as initially hoped for. As most legacy devices 

support Rapid Spanning Tree Protocol (RSTP), of which the control packets cannot be properly 

handled by PRP/HSR-based networks, the usual solution is to combine an RSTP-based network 

with a PRP/HSR-based network through switches that support conversions from RSTP to 

PRP/HSR. The major drawback is that most solutions come packaged with proprietary 

protocols, which in most cases trigger subsequent network interoperability issues as many 

protocols and multiple devices from different vendors are deployed in the same network. 

http://www.moxa.com/
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Redundant coupling of HSR and RSTP could result in network failure due to broadcast storms 

Why Redundancy? 

In mission-critical applications such as substations, network redundancy is of utmost 

importance to avoid the risk of single points of failure, which could cause system outages by 

knocking out all of your communications. As the trend in substation automation has been 

moving towards collecting and integrating the data from all IEDs and subsystems into a 

powerful and secure control system that can serve as a platform for device monitoring today, 

and advanced diagnostic systems in the future, the performance of the control system depends 

on the ability to successfully transmit data from one device to another. Therefore, it makes 

sense to use a redundant network to keep communications and operations running smoothly.  

In IEC 61850 Edition 2 substation automation, a huge emphasis is placed on redundancy 

solutions that achieve “zero-time” recovery—also known as “bumpless” recovery—with zero 

packet loss as the objective. 

 

A typical PRP/HSR network topology 
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The issue with RSTP Protocol 

Numerous redundancy protocols are available, with Rapid Spanning Tree Protocol (RSTP) being 

by far the most popular because it can be implemented on any network topology or mesh. 

However, RSTP has some drawbacks that limit its capability.  

For example, the number of data hops in a network contributes to network latency. Generally 

speaking, as a standard protocol, RSTP is very reliable. However, to overcome latency and an 

unmanageable recovery time, it is common practice to limit an RSTP ring to 40 hops. For 

large-scale networks, this limitation clearly poses a huge problem. The answer to this problem 

is Moxa’s new RSTP Grouping technology (patent pending). This technology makes it possible 

to connect more than a thousand RSTP devices to HSR networks—far more than the maximum 

of 40 hops allowed in a typical RSTP ring.  

Clearly, a commonly used protocol such as RSTP is not suitable for applications like substations 

that demand high availability and very short switchover times. A no-packet-loss form of 

redundancy, such as PRP or HSR, is what’s needed. Although the two protocols address 

different network topologies, the same principle of “active redundancy” applies to both HSR- 

and PRP-based networks. That is, duplicate data packets are transmitted simultaneously over 

separate paths. By providing an active redundancy protocol with zero-delay reconfiguration in 

case of a switch or link failure, HSR and PRP are particularly useful for protecting digital 

communications applications based on the IEC 61850-9-2 and IEC 61850-8-1 standards. 

Migration to PRP/HSR Networks 

Motivated in a large part by the fact that power applications cannot simply toss out their 

legacy devices due to cost limitations, solutions are now available for migrating RSTP-based 

networks to PRP/HSR-based networks. Even though the ring coupling methods that integrate 

RSTP and PRP/HSR protocols have been available for some time, many substation managers 

are still hesitant to embrace PRP/HSR-based networks due to the numerous protocol 

interoperability issues. This is because many solutions use proprietary protocols, which can be 

a big nightmare for networks consisting of devices from multiple vendors. 

A Solution that Fits All 

Thanks to Moxa’s newly launched PRP/HSR switch, the issue of interoperability is now a thing 

of the past. This solution supports the IEC 62439-3 edition 3 standard to ensure that RSTP-

supported IEDs can migrate into PRP/HSR networks seamlessly without any interoperability 

issues. 
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Moxa’s PRP/HSR solution for substation migration 

 

The switch leverages numerous advanced technologies to implement PRP and HSR redundancy, 

RSTP to HSR coupling, and IEEE 1588v2 Precision Time Protocol (PTP) for nanosecond-level 

time accuracy and synchronization. 

To implement PRP redundancy, the switch embeds a PRP/HSR module. Furthermore, through 

24+4G port switching, the switch can connect a large number of SANs to parallel networks to 

extend PRP coverage at no extra cost. Leveraging multipath concurrent transmissions, the 

switch implements zero-time failover when a single path fails.  
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Moxa’s PRP/HSR Ethernet switch 

 

For HSR redundancy, the switch uses the same PRP/HSR module. To bolster HSR capability, 

the switch performs dual path failover to achieve zero-time redundancy and zero packet loss. 

The 24+4G switch can connect many SANs for HSR migration, extending the lifetime of legacy 

devices. 

With regard to RSTP to HSR coupling, Moxa PRP/HSR switch uses a simple mechanism to stop 

broadcast storms—a common occurrence in redundant coupling of PRP/HSR and RSTP that 

causes networks to crash. These broadcast storms are caused when switches or redundancy 

boxes fail to recognize bridge protocol data unit (BPDU) packets in RSTP-supported protocols, 

consequently ignoring them and not forwarding them to the HSR ring. These packets 

accumulate and loop continuously through the RSTP ring, not reaching their destination. The 

switch has the capability to recognize BPDU packets so that they can be forwarded in the HSR 

ring. It is noteworthy that a proposal has been made to add an amendment to the IEC 62439-

3 that requires, for the sake of interoperability, the recognition of BPDU packets by switches 

should be standard. 

Enabling multiple interconnections of RSTP and HSR, Moxa PRP/HSR switch’s RSTP Grouping 

function makes it easy to migrate large groups of RSTP nodes to HSR redundancy.  

The IEEE 1588 Precision Time Protocol (PTP) provides a nanosecond-rate synchronization to 

align distributed timing for better localization performance across networked applications. The 

switches should implement IEEE 1588v2 time synchronization throughout the entire system to 

ensure a higher level of accuracy and performance optimization for mission-critical applications 

such as power utilities and telecommunications. 

In addition, as the world’s first rackmount modular PRP/HSR switch, it gives users more 

flexibility to deploy and integrate networks. Several scenarios are possible: integrating multiple 

SANs into PRP/HSR networks; hooking up RSTP rings up to HSR rings via coupling with two 

separate nodes; completing the vertical integration of field devices to the control room; and 

adding more HSR rings via PRP. 

Proven Interoperability Through Independent Testing 

Moxa PRP/HSR switch’s performance is corroborated by UCAIug, a non-profit corporation 

focused on assisting users and vendors in the deployment of standards for real-time 

applications. UCAIug tested the PT-7728-PTP’s compatibility in various network architecture 
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scenarios. They specifically tested to verify whether IEC 61850 communication protocols 

worked properly among different vendor’s implementations of HSR and PRP, as well as RSTP 

coupled to HSR. The implementations included Intelligent Electronic Devices (IEDs) as well as 

Intermediate Systems (ISs). In their report, they concluded the PT-7728-PTP has passed the 

applicable tests with proven performance. Moreover, the PT-7728-PTP and Moxa’s PT-G503 

Redbox were the DUTs (devices under testing) that provided dual connections between 

PRP/HSR and RSTP network segments. 

For more details about Moxa’s new PRP/HSR switch, visit 

http://www.moxa.com/Event/IEI/PRP_HSR_Switch/index.htm 

. 
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to change without notice. This document is not warranted to be error-free, nor subject to any 

other warranties or conditions, whether expressed orally or implied by law, including implied 

warranties and conditions of merchantability, or fitness for a particular purpose. We specifically 

disclaim any liability with respect to this document and no contractual obligations are formed 

either directly or indirectly by this document. 
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